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Abstract

The market for wearable devices that can be used for sustained health monitoring pur-
poses is continuously growing within the healthcare sector. However, to function effec-
tively, these devices must collect a large amount of data from the users. There are pri-
vacy concerns that may inhibit the behavioural intention of overweight adult to use
wearable devices for health monitoring in the long term. This study examined the priva-
cy factors influencing the behavioural intention of overweight adult to make use of
wearable devices of sustained health monitoring. The study made use of a qualitative
research approach with an interview design. A purposive sampling technique was used
to select and interview twenty overweight adults (aged 18-59 years) who are using
wearable devices in East London, South Africa. The Expectation Confirmation Model
(ECM) framework was adopted as the underlying research theory in this study. Themat-
ic analysis was used to analyse the data provided by participants. The results found that
there were 4 levels of privacy concerns among users. Some users were very concerned
that their data was collected by the device manufacturing, while others had not concern
at all. Some users had privacy concerns, but did not think that the data collected would
be useful to a third party and finally some users did have privacy concerns, but indicat-
ed that the benefit of using a wearable device outweighed their concerns and they would
continue to use the device. The recommendation of the study is that users must educate
themselves about what data is collected and how it will be used by third parties.

Keywords: obese adults, wearable devices, data privacy, wearable devices, sustained
monitoring

1 Introduction

The amount of overweight people worldwide has doubled over the last three to four decades (Om-
ran, 2017; Seidell, & Halberstadt, 2015). Statistics show that the prevalence of overweight adults
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have increased in South Africa with over 70% of women and 23.3% of men being considered obese
(The Heart and Stroke Foundation, 2016). Being overweight is a condition that is characterised by a
person having excess accumulated body fat (Nichols, 2016). According to the National Department of
Health South Africa [NDoH] (2015: p.21), “Overweight and obesity reflects a gain of excess body
fat, resulting from the cumulative and initially unnoticeable effects of day-to-day eating and physical
activity behaviours that create a surplus of energy consumed relative to expended”. Being overweight
has been found to increase the risk of developing joint disease, stroke, type 2 diabetes, heart diseases,
hypertension, depression, and in some cases, cancers (NDoH, 2016).

Self-monitoring has been identified as a key determinant in the management of weight loss
(Perenc, Radochonska, & Zaborniak-Sobczak, 2015). The aim of health monitoring is to help patients
take responsibility for their health. Sustained monitoring involves an increased knowledge about diet
and activity levels for effective decision-making related to weight control. Findings from previous
studies have suggested that sustained self-monitoring is a vital element of treating overweight adults
(Rosenbaum, Clark, Convertino, Call, Forman, & Butryn, 2018; Perenc et al., 2015; Asch, Muller, &
Volpp, 2012).

Wearable medical devices are an effective way to ensure preventative health monitoring of weight
at an initial stage in order to improve patients’ activity levels (Zheng, Shen, Zhang, Wu, Zhang, & Lu,
2013). According to Kaewkannate, and Kim (2016), “a wearable device is a new type of technology
in the form of small hardware that includes an application with tracking and monitoring fitness met-
rics such as distance walked or run, calories consumed, and in some devices heart rate and sleep track-
ing” (p. 1). Wearable devices have a positive impact on overweight adults’ health and wellness, offer-
ing a possible solution to improving their activity levels (Kelley, 2014).

Wearable devices allow self-monitoring of patients’ behaviour on a daily basis from which deci-
sions about their health are usually made to enhance their lifestyle Asch et al., 2012). These devices
must collect a large amount of data from users in order to be effective which introduces privacy con-
cerns (Cilliers, 2019). There are two types of data collection that is needed for users to keep track of
their health. The first is automatic data collection using sensors by the wearable device and the sec-
ond is where users must manually enter the data into the device. Examples of automatic data collec-
tion include GPS location; activity/movements and sleep patterns; blood pressure, blood oxygen lev-
els and heart rate. Manual data entry is needed for food consumption and mood information (Cilliers,
2019). All this information can be shared via the Internet with healthcare providers to make informed
decisions about the user’s healthcare (Ngamntwini, & Cilliers, 2018).

Confidentiality and security of personal data collected by wearable devices are major issues faced
by users of wearable devices (Al-Azwani, & Aziz, 2016). Health information is regarded as the most
confidential of all types of personal information (Mehraeen, Ghazisaeedi, Farzi et al., 2016). Privacy
is defined as “the claim of individuals, groups, or institutions to determine for themselves when, how,
and to what extent information about them is communicated to others” (Westin, 1967: 2). There is a
concern from users that the device manufacturer will share their data with third parties which is re-
sponsible for the analysis of the data (Al-Azwani ef al., 2016). These include behaviour, gender, pro-
files, age, location, social media accounts and email address as well as GPS information. Thus, users
of these devices are worried about data sharing and confidentiality of their information with the manu-
facturers because they do not own their data (Spann, 2016). Fiercebiotech (2014) found privacy con-
cerns is a barrier that prevent the continuous use of wearable devices.
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Privacy and security are factors that will influence a user’s intention to make use of wearable de-
vices to monitor their health (Pfeiffer, Entress-Fiirsteneck, Urbach, & Buchwald, 2016; Mottim, &
Caine, 2015). This is similar to the findings of DuFour, Lajeunesse, Pipada and Xu (2016) who exam-
ined users’ levels of concern about data privacy, and how these concerns will affect the intention to
use wearable fitness trackers. Acquisti, Gross and Stutzman (2011) identified privacy and security as
part of the five top vital concerns that users consider important in the wearable technology continuous
usage. Users felt they buy wearable devices and generate the data that manufacturers of wearable
devices collect, store and later sell to a third party (Piwek, Ellis, Andrews, & Joinson, 2016).
PricewaterhouseCoopers [PWC] (2016) found that 86% of users showed serious concerns about the
privacy of wearable devices which also influenced their intention to use the wearable device. These
concerns included theft of data from the device by unauthorised parties, theft of data generated by
wearable devices that are stored in cloud networks (Popat, & Sharma, 2013). This study examined the
privacy factors influencing the behavioural intention of overweight adult to make use of wearable
devices of sustained health monitoring.

The Expectation Confirmation Model (ECM) framework developed by Bhattacherjee (2001b) was
adopted as the underlying research theory in this study. The ECM is mostly centred on post-
acceptance elements because it postulates that the outcome of any post acceptance elements are al-
ready accomplished within the satisfaction and confirmation elements (Bhattacherjee, 2001a). In ap-
plication to this study, the use of ECM provides a better knowledge and understanding of the privacy
concerns that will influence overweight adult’s intentions to use wearable devices for sustained health
monitoring.

2 Methodology

This study adopted a qualitative research approach. The population that was used for this research
project were overweight adults who are users of fitness tracking devices in East London, South Afri-
ca. The sample size was 20 overweight adults and users of fitness tracking devices ranging from 18 -
59 years of age. Whether the adults were overweight was determined by using the respondents’ body
mass index (BMI). The World Health Organisation guidelines state that people with a BMI between
25 kg/m2 and 29.9 kg/m2 can be considered to be overweight (World Health Organisation [WHO],
2016). The researcher employed a purposive sampling technique to identify the overweight partici-
pants. A semi-structured interview was used to obtain deep insights on how overweight adults’ behav-
ioural intention to make use of wearable devices can be influenced for sustained health monitoring.
The interviews were transcribed and a thematic analysis method was adopted in this study. The re-
searcher received ethical clearance approval from the University Research Ethics Committee. The
privacy factors influencing the behavioural intention of overweight adult to make use of wearable
devices for sustained health monitoring is discussed in the next section of this study.

3 Results

This study examined the privacy factors influencing the behavioural intention of overweight adult
to make use of wearable devices of sustained health monitoring. Twenty overweight adults and users
of wearable devices between the ages of 18 — 59 years, living in East London, South Africa was inter-
viewed. Eight of the participants were male; while 12 were female. Three of the participants were
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between 18-25 years; 9 of the participants were between 26-35 years; 5 of the participants were be-
tween 36-50 years while 3 of the participants were between 51-59 years. The average Body Mass
Index (BMI) of the participants was 27.91; while the minimum was 25.20 (Participant thirteen) and
the maximum was 29.4 (Participant nineteen). This indicated that all the participants were overweight
adults. The most common wearable devices among the participants were Samsung Gear fit used by 4
participants, Apple iWatch used by 4 participants, while 4 participants used Garmin. Four participants
used Nike+ and Fitbit respectively, while the remaining 4 participants used Solace, Huawei TalkBand
B3, Polar, and Bfit.

As noted by Herring (2016), privacy is the ability of a person to conceal his/her vital information.
In the context of this study, privacy setting is used as a means to conceal vital information of the users
of wearable devices. Two themes were identified during the interview process: 1) Privacy affecting
the intention to use wearable devices and 2) privacy and control over information.

3.1 Theme 1: Privacy affecting the intention to use wearable devices

Grand View Research (2016) submitted that privacy issues are one of the major challenges in
wearable devices which are influencing behavioural intention of users and in the next few years, may
affect the growth of wearable technology. Boscart et al (2008) reported that users’ insecurity about
their privacy was a significant factor in the continuous usage of the wearable device. The study of
Acquisti ef al (2011) identified privacy and security as part of the five top vital concerns that users
considered important in the continuous usage of wearable technology. Furthermore, Sconce (2016)
submitted that mistrust of wearable technology by users posed a serious challenge to their behavioural
intention as a result of data insecurity (DuFour ef al., 2016; Popat et al., 2013).

There were four levels of concern that was identified during the interviews. The first level of con-
cern was the most serious where the user indicated that they will stop using the wearable device due
to privacy concerns. Participant twenty raised serious privacy concerns when using wearable devices.
The participant stressed that he feared that his vital signs information might be leaked to unauthorised
parties. This agreed with findings of (Al-Azwani et al 2016; Spann 2016; Salah, MacIntosh, &
Rajakulendran, 2014). Salah et a/ (2014) found that users of wearable devices were more concerned
about their health information. Also, Spann (2016) reported that the users of wearable devices feared
that their vital information might fall into the wrong hands. When the participant was asked whether
this could hinder his behavioural intention to continue using wearable devices for sustained health
monitoring, the participant noted that “it can hinder my continuous use of the device because I will
stop the usage of the device once I notice any form of infringements on my personal information
stored on the device”. He added that he might not advise other people to use wearable devices for
sustained health monitoring because their health information might be easily tampered with by unau-
thorised persons (Participant twenty). From this it could be deduced that privacy issues could nega-
tively affect the behavioural intention of some users of wearable devices.

The second level of concern points to privacy concerns amongst the users, but that the concern did
not outweigh the benefit of using the device. Two participants reported moderate privacy concerns
during the data collection stage of the study. When the researcher asked whether the concern for pri-
vacy could hinder their continuous usage of wearable device, the participant sixteen responded as
follow:

“it would definitely affect it because it would not be fine if he discovered that someone was having
access to what was supposed to be private to him” (Participant sixteen)
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“privacy cannot hinder me from the continuous use of the devices due to the benefit I'm gaining
from the usage of the device” (Participant one).

As noted by Spann (2016), the users of wearable devices are concerned about sharing their infor-
mation with third parties. Salah et a/ (2014) stressed that privacy and security are of paramount con-
cern, especially with wearable devices that collect health and medical information. These fears related
to wearable devices are posing a threat to users’ continuous intention (Salah ef al., 2014). When the
two participants was probed further if they would still recommend wearable devices to someone de-
spite the privacy concerns they had pointed out, the participants expressed that they would warn oth-
ers not to use the device if they had privacy concerns.

“If they don’t mind their privacy loss, because I’'m looking at the benefit that they are going to de-
rive. You will notice that sometimes you might have to forgo your privacy if your condition means
you have to do it. So it is a matter of weighing up how much you are going to lose and what you are
going to gain at the end of the day. So if my benefits are more I would rather recommend it to other
people in as much you going to lose ABC and D in form of privacy lose. Sometimes it’s worth it to
lose your privacy to be healthy. At the end of the day, inasmuch as the device is taking our health
information, we are gaining” (Participant sixteen).

This agreed with the submission of Al-Azwani ef al (2016) when they submitted that the producers
of wearable devices gathered data from users’ and there were notions that some of these producers
were willing to share users’ information with third parties. This information sharing would include
behaviour, gender, profiles, age, location, social media accounts and email address as well as GPS
information. Confidentiality of personal data produced by the users is thus a major issue of wearable
devices (Al-Azwani et al., 2016).

The third level of concern was that the data collected was not sensitive, so privacy was not an issue to
the participants. A male participant initially stated that he was concerned about his privacy because he
did not know where his information went and what it might be used for in the future. He said a hacker
could easily gain access to the database of the companies that produced wearable devices and retrieve
all the information. He feared that his privacy was at stake because somebody could easily use his
information against him in the future (Participant seven). Nonetheless, in the later part of the inter-
view, he stated that “I don’t care if anyone can see, maybe they will be motivated to get one to moni-
tor their exercise; I don’t think it poses any security threat”. This participant felt that when people saw
the numerous functions of the device in terms of sustained health monitoring, they might be motivated
to get one for themselves too.

The last level of concern was where five participants emphasised that they were not concerned
about privacy. For instance, participant three noted that she was not even worried about her privacy.
She said she would only be worried when something happened to her. According to her, “privacy is
not one of my priorities. It is hardly something I even think about”. Also, participant twelve said
“what will anyone have to do with my wearable device history?” The participant noted that it is of no
use to them. Similarly, participant thirteen stressed that “why would I have privacy concerns? I’'m not
concerned about sharing my wearable device history with the third parties because who else needs to
know about my heart rate and my vital signs if it is not the third parties”? Also, a participant ex-
pressed that “not really, I don’t think the data it collects is important enough to steal or will invade my
privacy” (Participant nineteen). Also, a participant noted that “I don’t feel it’s a private matter. I don’t
care if my information is seen by someone else. Honestly I’'m not that kind of private person, it is not
like it is a secret thing like HIV status. It is just my work out histories, heart beat histories” (Partici-
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pant fifteen). It can be deduced from the above narratives that the participants argued that their vital
signs could not be used against them by the third parties. They (third parties) could only use those
vital signs to motivate themselves to also start using wearable devices for sustained health monitoring.
Thus, the participants under this sub-theme were not concerned about making her information known
to third parties. Nonetheless, a participant emphasized that she was not so worried about privacy
because of the information revolution. She said “I am not worried about privacy because we are in the
age where everything is online. I’'m sure the security is not a problem” (Participant ten). When the
researcher asked whether she would continue the usage of wearable devices for sustained health moni-
toring even if her vital signs were exposed to the public, she replied that she could not say for then.
She said she was still doing her research on the issue of privacy. The result of her research would
determine her future action on the continuous usage of wearable devices (Participant ten). Also, a
participant stressed that he could decide with whom he wanted to send or share his information.

3.2  Theme 2: Privacy and control over information

Five out of the twenty participants were not concerned about privacy while using wearable devices
because they could control access to their vital signs. For instance, participant two noted that “people
can only see my steps for the day or the week. But only I can see my heart rate and my stress levels”
(Participant two). This implies that the participant had control over who could have access to her vital
signs. This could mean that there is a function in the wearable device where users can control access
to their vital signs. Also, a participant stressed that she could control access to her information while
using wearable devices. She expressed that “I can block access to my information. So, if I want to link
it to my Apps, I can link it and share my activities with other people, but if I don’t want to, no one can
access it” (Participant eighteen).

Participant eighteen added a new perspective to this sub-theme when she expressed that it should
be something enjoyable and exciting sharing your information with others to see. The participant said
she felt excited sharing her information with other people so that they knew the importance of weara-
ble device in health monitoring. This is an indication that the participant was satisfied with the weara-
ble device for sustained health monitoring. This is in tandem with the expectation-confirmation model
adopted in this study (Weng, Zailania, Iranmanesh, & Hyun, 2017; Lugman, Razak, & Ismail, 2014;
Zheng et al., 2013). Participant six explained that there is a function in the wearable devices where
you can share information. The participant expressed that you can only make it public if you want to.
However, another participant disagreed that the wearable device could share information. He said that
it could only share information with a paired App, which meant that users could decide whether they
wanted to share information or not. He explained thus:

“Not really, because the device does not share information with anything rather than a paired App.
You can only pair it with an App to share information and the App I’'m using does not share infor-
mation with anything. So again it is very limited and even if I had more advanced wearable device
and I was using let my medical aid system. When I meet with my GP, I’m the one who said fine you
can put me onto the program so if I now get an App that can pair, the App will pair with their program
and the only one who should have access to that information is my medical practitioner. I’'m not really
concern about because if I walk around people can see that I’'m overweight. So I’'m not really worried
about people knowing how much I’m weighing now and how high my weight is. The only concern
might be discovery might use my detail for something like not allowing me to take certain insurance,
something like that, but again, my insurance is with another company and not with Discovery” (Par-
ticipant nine).
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3.3  Summary of privacy concerns

In summary, the narratives on the concerns for privacy in the use of the wearable devices among
the overweight adults are nuanced. Some participants were of the view that their information could
not be used by the third parties because it was only about their physical activities. They posited that
their information about the number of calories burnt, number of steps they took while running and
their heart rate were of no use to the third parties. On the other hand, some participants expressed that
they had serious security and privacy concerns in the usage of wearable devices for sustained health
monitoring.

Based on these narratives, the researcher deduced that some users might not have known that their
wearable devices had options where they could choose whether to share their information or not. Al-
so, the researcher implied that some users might not have been using the kind of wearable devices that
have options to protect their vital signs (information). Additionally, the researcher inferred that some
users might not know that sharing information through wearable devices required paired Apps. There-
fore, based on these summations, it could be argued that with constant sensitisation of the users on the
different functions that wearable devices have could help in ensuring that they safeguarded their vital
signs by using functions for that purpose.

4 Conclusion

The studies of these scholars showed when the users of wearable devices found them efficient or they
were satisfied with the devices in monitoring their health, their behavioural intention to continue the
usage of the devices for sustained health monitoring would increase. Based on the results above, the
privacy concerns were fourfold: users were not worried about their privacy; users would stop using
the device due to the privacy concerned, those that had no privacy concerns as they did not think the
data was useful and those that had privacy concerns but the benefits the device produced outweighed
the concerns. Despite the above participants raised privacy concerns, they still emphasised they would
continue using wearable devices for sustained health monitoring. This implies that these participants
confirmed the perceived usefulness of the wearable devices for sustained health monitoring. The
limitation of the paper is that only 20 people were interviewed which limits the generalizability of the
results. The sample also included only participants between the ages of In future the population sam-
ple should be increased and included.
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