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Abstract-In order to provide a secure and safe 

travel, this paper suggests an advanced driving aid 

system and security system for cars. Modern cars 

come with advanced driver assistance systems 

(ADAS), which are designed to boost safety and 

comfort for both drivers and passengers. 

Automobile manufacturers are integrating and 

creating technologies for lane changes, distance 

maintaining, and other functions. A vast system of 

systems makes up the contemporary car. This paper 

seeks to know more about the functionality, 

technologies used and coordination between the 

automated system and communication between 

vehicles. And also, antitheft using fingerprint 

authentication and its integrity with GPS system to 

track vehicles using IOT. 

 

Keywords-Software- Internet of Things, Advanced 

driver assistance systems (ADAS), Internet of 

Vehicles (IoV), Deep Learning, Finger Print Sensor. 

 

I.  INTRODUCTION 
 

A. IOT 

 

The internet of things is a network of physical "things" 

that have been merged with electronics software, 

sensors, and connectivity to communicate data with the 

manufacturer, operator, and/or other connected 

services in order to provide greater value and service. 

Each object can be uniquely identifiable using its 

embedded computing system, but they can still interact 

inside the system. 

currently available internet infrastructure IoT is 

frequently expected to deliver better device, system, 

and service connectivity that extends beyond 

machine-to-machine (M2M) communication and 

includes a diverse set of protocols, domains, and 

applications. It is anticipated that the integration of 

these embedded devices would bring automation to 

almost all industries and open the door for cutting-

edge applications like a smart grid. Utilizing a variety 

of currently available technologies, these devices 

gather important data and then autonomously transfer 

it between devices, protocols, domains, and 

applications. It is anticipated that the integration of 

these embedded devices would bring automation to 

almost all industries and open the door for cutting- 

edge applications like a smart grid. Utilizing a variety 

of current technologies, these gadgets gather relevant 

data and then autonomously transfer it to other 

devices. 

High levels of machine-to-machine and human-to- 

machine communication are predicted to result from 

the Internet of Things. This project's main goal is to 

minimize human labor. Security system automation 

has long been a key component. Designing and putting 

in place a security system is the project's goal. system 

that makes use of IOT to provide control through a 

handheld mobile phone. 

 

B. IOV 

 

IoV has evolved into one of the world's most strained 

incentives. The concept's foundation is the ease with 

which people use their mobile devices and the 

Internet[1]. The IoV technique accelerated  
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the hardware of the vehicle will be evolved by 

adding a variety of through interconnection and 

interoperability, intelligent devices, processing 

units, and sensor systems inside the car as well as 

exterior sensors such as camera systems, GPS 

tracking, a few drivers' detectors to examine the 

physical, mental, as well as emotional 

circumstance of the driver, actuators offering a 

multisensory platform, and many more can be 

found. [2]. IoV offers remarkable services all 

over the world by combining the network 

capacity and intelligence of the automobiles with 

external entities (riders, the environment, and 

humans) and is backed by standards and protocols 

such as IEEE.802.11p. It is made up of three key 

building blocks: mobile device-to-vehicle 

communication, communication between 

vehicles inside a network, and vehicular network 

communication.[3]. IoV is an intelligence system 

that recognizes the actions of the key actors in 

real-time and utilizes that info to create future 

judgments quickly. For example, while 

constructing an autonomous car that cannot be 

handled by a person, information regarding the 

driver's actions, eye, hand, and leg movements, 

the external environment, the speed of steering 

movement, The driver's braking delay, location, 

and position can all be used.  

IoV would usher in a new era and benefit the 

transportation industry, offering several 

advantages as listed below[6]: 

 

• Economical: Better traffic management 

will result in lower insurance costs, operating 

expenses, warranty costs, public health costs, 

etc. 

• Time-efficient: Well-reviewed traffic 

will carefully watch how much time drivers, 

cyclists, and other customers spend on the road. 

• Reducing potentially fatal risks: By 

observing the traffic and the state of the roads, 

accident-prone scenarios might be prevented. 

The traffic could then be directed by 

navigation, emergency services, and other 

urgent services. 

• Smart city evolution: IoV helped organize 

cities by offering services like better 

navigation, in- depth parking information, real-

time traffic monitoring, accident notification, 

and route optimization. 

• Reducing greenhouse gas emissions to 

lessen the risk to nature. 

 

 
Fig1: IoV Communication and Data sharing 

 

 

C. ADAS 

 

One of the automotive industry's fastest-growing 

segments, ADAS is now essential to the safety and 

comfort of contemporary vehicles[4]. Adaptive 

cruise, collision warning, and lane - changing 

assistance are three of the most commonly used 

ADAS systems today. ADAS systems can automate 

challenging activities or give the driver crucial 

information. While certain systems are necessary 

for safety, others provide convenience to boost 

comfort or productivity. Every one of the several 

ADAS systems in use today often offers the user a 

special capability that is accomplished by adding 

extra control to one of the vehicle's systems, such 

braking or steering. Even if direct participation in 

some driving responsibilities is not necessary, 

ADAS systems should be seen as a co-driver rather 

than a replacement for drivers[9].It also control of 

the vehicle's position, the quality of the driver's 

performance, and the stability of the vehicle's 

handling are all vital for both comfort and safety. 

Recent innovations include coordinated motion 

control, which is a control strategy that 

synchronizes controls to move the vehicle in the 

desired direction. 

 
II.    LITERATURE SURVEY 

 

Tzu-Chi Lin, Siyuan Ji, Charles E. Dickerson, 

David Battersby [2] created an integrated control 

framework for vehicle motion control. They 



investigated an architecture that comprised 

integrated ADAS command models and open-

source vehicle dynamics physics models. To be 

further precise, the steering and braking models 

were constructed in MATLAB/Simulink and 

then incorporated into a three-degree-of-

freedom physics- based vehicle model that 

includes a regularly used tyre model. The 

coordinated control model and simulation 

models are now available to the public.[3]. The 

dynamic responses of the vehicles during the 

lane- changing maneuverer simulation studies 

found that the steering drive system without 

brake system control slightly undershoots an 

ADAS system's planned trajectory, while the 

brake system without steering drive system 

control greatly overshoots an ADAS system's 

desired trajectory. significantly overshoots it. 

Conversely, the "coordinated control" 

technique gave far higher precision in adhering 

to the intended trajectory and successfully 

dampened out the deviation errors. 

 

Keji Chen , Takuma Yamaguchi , Hiroyuki 

Okuda , Tatsuya Suzuki , and Xuexun 

Guo[3] These authors created and tested an 

instructor-like assistance control system for 

collision avoidance on a real car. The following 

are this paper's main contributions. 

(1) A unique technique to motion prediction 

that combines a potential field model and a 

simplified dynamics model is proposed. 

(2) The CSP is solved using a more effective 

binary search technique. 

(3) The significance of the established control 

system is demonstrated using two different 

sorts of experiments. Using data from driving 

simulators, it is checked and assessed whether 

a driver's natural collision-avoiding behavior 

has improved. The improvement in margin and 

decrease in passing speed demonstrate the 

helpful effects of the aid system. The actual car 

trial also demonstrated the viability of the 

suggested method to help the driver prevent 

collisions or reduce risk. In order to avoid 

distracting the human driver, the system only 

provides assistance when the driver fails to 

operate the car safely. This work does not 

present the thorough stability analysis. The 

physics of the car and the operating traits of the 

human driver must be expressly taken into 

account while checking stability. 
 

Application Specific Internet of Things 

(ASIoTs): Taxonomy, Applications, Use Case 

and Future Directions [1] It is explained how the 

Internet of Vehicles (IoV), which has a significant 

impact on people's daily lives, has completely 

altered the way that transportation systems are 

thought about. IoV communication, however, is 

also susceptible to a number of known attacks, 

including impersonation attacks, replay attacks, 

man-in-the-middle attacks, guessing attacks, 

hijacking attacks, etc.[6]. Additionally, the 

importance of maintaining privacy, anonymity, and 

untrace ability in the IoV setting is underlined. To 

protect communication, the IoV environment 

employs powerful authentication, access control, 

privacy protection, and intrusion detection 

methods. This paper focuses on the advantages and 

security features of IoV communication. 

Additionally, succinct descriptions of key IoV risks 

and attacks are given. The threat model and network 

model, as well as the two system models, are clearly 

explained. Security mechanisms, authentication, 

access control, intrusion detection, privacy 

protection, and routing protocols were also included 

in a taxonomy of security protocols for IoV 

communication. Following that, a comparison of 

various authentication mechanisms for IoV 

communication was given. This research also 

emphasized the value of testbeds for IoV 

simulations and implementations. 

 

An Attempt to Create a Vehicle Security System 

Based on IoT Tahesin Attar, Prajakta 

Chavan,[12] 

The proposed "IoT Based Advanced Vehicle 

System" would increase the bar for security and try 

to solve several gaps in present technologies. The 

verification demonstrates the viability and 

automatic theft control of the IoT-powered 

advanced vehicle system Additionally, there is 

reduced response time lag. By forcing users to use 

seat belts and a keyless locking and unlocking 

mechanism, this advanced automobile technology 

powered by IOT ensures user safety In addition to 

the foregoing, it protects against car towing and 

theft through the vehicle's window. The system is 

excellent for automobiles, and by utilizing the parts 

and modules used in this project, it may also be used 

for other types of vehicles IOT- based advanced 

vehicle systems provide the highest levels of 

efficiency, comfort, safety, and dependability. 
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Prajakta Chavan,[12] 

 

The proposed "IoT Based Advanced Vehicle 

System" would increase the bar for security 

and try to solve several gaps in present 

technologies. The verification demonstrates 

the viability and automatic theft control of the 

IoT-powered advanced vehicle system 

Additionally, there is reduced response time 

lag. By forcing users to use seat belts and a 

keyless locking and unlocking mechanism, 

this advanced automobile technology powered 

by IOT ensures user safety. In addition to the 

foregoing, it protects against car towing and 

theft through the vehicle's window. The 

system is excellent for automobiles, and by 

utilizing the parts and modules used in this 

project, it may also be used for other types of 

vehicles IOT- based advanced vehicle systems 

provide the highest levels of efficiency, 

comfort, safety, and dependability. 
 

A Deep Learning Method for Assessing and 

Making Decisions in Lane-Changing 

Situations Xiao Liu, Jun Liang, and Bing 

Xu [10] 

This paper discusses lane changes, one of the 

most frequent actions used by drivers. An 

precise assessment of lane change movements 

can provide drivers with an early warning and 

aid in decision making. On the other hand, 

reckless lane changes could cause traffic jams 

and accidents. The creation of a lane change 

assistance system that can issue warnings for 

drivers' risky lane change moves is the key issue 

this article addresses. To recreate the situation 

evaluation and decision-making process of lane 

shifting occurrences, we propose a deep neural 

network. This model is tested using the NGSIM 

real- world trajectory dataset. The results reveal 

that the proposed model delivers assessments 

with a higher degree of accuracy than current 

machine learning techniques. In addition, our 

model consistently achieves excellent 

identification rates for lane- keeping and lane-

changing operations (99.09% and 95.57%, 

respectively). This research tackles the issue of 

categorizing lane change occurrences by using 

the driver's recall experience and historical data 

from nearby vehicles. 

 

 

III.    ALGORITHMS 

A. Support Vector Machines 

The SVM is a supervised learning technique that is 

based on the premise that a hyperplane can be built to 

divide two distinct sets of objects. Margin is the entire 

distance. In general, the higher the margin, the lower 

the classifier's generalization error, where the 

generalized inaccuracy is the predicted inaccuracy 

with regards to future instances to be classified. If the 

objects are not totally error-free separable, soft edges 

penalize misclassified items with such a penalty 

proportionate to the non-negative slack variables(ξi). 

B. Multiple Instance Learning (MIL) 

Multiple Instance Learning (MIL) is a supervised 

learning version. The elements are represented by a 

bag of feature vectors known as instances. Each bag 

is labelled as either positive or negative, but the 

instances are not. Multiple Instance Learning via 

Instance Selection (MILES) is a popular MIL 

technique [7]. MILES converts a MIL problem into a 

supervised learning problem. This algorithm is 

divided into two steps: 

1) The embedding process, which involves projecting 

bags into a new resemblance instance-based space. 

2) SVM classification. 

 

C. Reinforcement learning (RL) 

 

Reinforcement learning is a subfield of AI where an 

agent discovers the best way to influence its 

surroundings through interaction. a highway 

driving Deep Reinforcement Learning (DRL) 

agent. by exposing an ego vehicle (EV) to a variety 

of simulated traffic and teaching it to learn a policy. 

Our DRL agent is built on a modified version of 

this. Optimal control issues in constant state and 

finite action space , DDQN is regarded as one of the 

most advanced RL algorithms. 

 

ALGORITHMS USED IN FINGER PRINT 

AUTHENTICATION. 

1. Extraction of wavelets. Each image is dissected 

using two-dimensional wavelets and then 

reassembled by resetting the LL sub - bands 

coefficients to zero, resulting in the signals zb(m, n) 

and vd (s, t). 

2. Masking. We observed that selecting only some 

of the pixels based on the magnitude of their values 



from zb(m, n) and vd(s, t) is necessary. 

3. Matching correlations. Because it is a 

straightforward and robust way for evaluating 

the strength of a linear relationship, we propose 

utilizing the coefficient of correlation as a 

matching score. 

 

 

IV. PROPOSED SYSTEM 

 

For ignition to start or for the door to get 

unlocked, user needs to verify with their 

fingerprint, if fingerprint matches then only 

car door gets open and the user is given only 

3 chances to verify, if it is wrong all time then 

we need to press the reset button to reset the 

system. sends a command to controller which 

in turn sends a command to dashboard 

(dashboard side mobile) through Bluetooth If 

someone is trying to steal valuable things 

through the window or any obstacle comes in 

between the window, it is being sensed by an 

IR sensor then the sensor sends command to 

controller and controller send command to 

dashboard (dashboard side mobile) through 

Bluetooth module then dashboard side mobile 

send information to user through SMS with 

GPS location and the user is alerted with the 

same with continuous beep sound.  

 

In ADAS the communication and 

computation happen in one way and the 

decision is taken as per the computation take 

place with the help of algorithm they are 

trained with, uses the RADAR LiDAR 

sensors and cameras for gaining information 

regarding the surroundings. As the Internet of 

Vehicles are seeing the rapid growth and 

vehicle to vehicle communication is 

happening the information gained by the 

ADAS system in one car can be send to other 

approaching vehicle so that the state of one 

vehicle can we know by one other and a 

mutual decision can be taken. For an example 

a scenario where two cars approaching each 

other head-on can share there status so that 

one can take one decision of changing lane or 

to be in the same lane with the help of 

communication happened between two 

vehicles with the help of IoV. 
 

 

 
 
         Fig2: Car with ADAS implement with IoV 

 

 

 

 
 
Fig3: Block Diagram for implement of Security System 

 

 

V.  CONCLUSION 

 
This paper discusses above the security mechanism 

of automobile the security mechanism includes 

fingerprint sensor for authentication which make it 

more secure and reliable. This paper further 

discusses various technologies and Machine 

learning model included in ADAS like coordinate 

between the different compounds in ADAS system 

and also the communication of vehicles IoV which 

paved way to more development in automobile and 

ADAS field through the information gained 

through Internet of Vehicles. This paper also 

provides scope for parallel computation and 

communication between vehicles as they are 



connected through IoV as a result of with full-

fledged automation and communication can 

be achieved in future. 
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