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Abstract. The users of social networking sites intentionally or unintention-
ally reveal large amount of personal information about themselves. These
SNSs’ users have certain clues about the attitude of the persons with whom
they interact in the physical world which are missing during online interac-
tion. Therefore, their attitude in maintaining privacy of personal informa-
tion in virtual space need to be understood. The present study is a maiden
attempt to understand privacy attitude of the SNSs’ users in online envi-
ronment. The present study has identified and validated significant trends
in privacy attitudes of Indian users of social networking sites and would
serve as a starting point for future research.
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1 Introduction

The personal information thus shared in physical world has a limited and slow flow
to others and generally dissipates with time with no trace after a relatively reasonable
time span. Its impact on a person’s reputation is also relatively limited to a close so-
cial- circle. The rise of the Internet, Web 2.0 and easy availability of smart devices
has resulted in an era of privacy development where the use of social networking sites
(SNSs) like Face book, LinkedIn, and Twitter etc. for exchanging information in vir-
tual space has become the norm. The personal information exchanged over such SNSs
generically differ from that in real world in that the persons exchanging information
are not face to face with each other thus compromising the real world controls on the
information, travels fast and far beyond the control of anyone and has perpetual avail-
ability on internet. The general privacy, initially defined either by value-based ap-
proach or cognate-based approach, gradually shifted in present information era to
‘privacy as a right’ concept to “control physical space and information”. [1] The pro-
tection of privacy and confidentiality of this personal data at residence and in motion
within and across the borders is a cause of concern.

In India, until the recent judgment by the ‘Nine Judges Constitutional Bench’ of
Hon’ble Supreme Court of India [2], the right to privacy was not even recognized as a
fundamental right and a data privacy legal framework is still lacking. This judgment



has recognized right to privacy as a fundamental constitutional right in India and has
directed Government of India to put in place, a robust data privacy regime expedi-
tiously for which Government of India has constituted a Committee called ‘Justice B.
N. Srikrishna Committee’. [3][3][3][3][3]As the current process of drafting a data
privacy framework in India has commenced, the present study is scoped to understand
the privacy attitudes of the Indian users of the SNSs.

2. The Literature Review

2.1 The Definition of Privacy

A perusal of the scholarly reviews on privacy reveals mainly two approaches to defin-
ing the general privacy, viz., value-based and cognate-based, the former being more
prevalent in legal, sociological and political studies while the latter being more ex-
plored in psychological studies. In the present study a mix of these two approaches is
used to explore the cognitive aspect (attitudes towards privacy) and the right-based
aspect (expectations from law to protect privacy). As cognate-state approach, the
general privacy is defined as “a state of limited access to a person” which narrowed
down to Information systems broadly translates to “a state of limited access to infor-
mation”. [3] As cognate-control approach the general privacy is defined as “the selec-
tive control of access to the self” [4] and as “control of transactions between person(s)
and other(s), the ultimate aim of which is to enhance autonomy or/and to minimize
vulnerability” [5]. As a right-based approach, the general privacy is treated differently
in different parts of the world, e.g., in the EU, privacy is seen as a fundamental human
right; while in the U.S., privacy is seen as a commodity subject to the market and is
cast in economic terms.

2.2 The Privacy and the Social Network(ing) Sites

In course of social interactions in the physical world, while an individual uses his
physical senses to perceive and manage threats to his privacy, he has no such social
and cultural cues to evaluate the target of self-disclosures in a visually anonymous
online space of SNSs. Therefore, while the cognitive management of protection of
privacy in offline world is performed unconsciously and effortlessly, deliberate ac-
tions are required for effective self-protection are required on SNSs.[6] These deliber-
ative actions can be understood in terms of the “Theory of Planned Behavior”
(TPB)[7]which stipulates that “an individual’s intention is a key factor in predicting
his or her behavior.

2.3 Understanding the Attitudes towards Privacy on SNSs
Several theoretical and empirical studies across disciplines have been conducted to
understand the attitudes on privacy and data privacy protection laws in jurisdictions
worldwide. A few findings relevant to the present work are enumerated here,
(a) An information disclosure by SNSs’ users is associated with their level of con-
cern for privacy. [8]
(b) SNSs’ users are aware of privacy setting and change default settings as per their
need. [9],[10]



(c) Perception of trust by SNSs’ users improves with greater information disclosure
by SNSs.[11]

(d) Privacy Policies of SNSs help in protecting privacy of SNSs’ users. [12]

(e) Disclosure of personal information on SNSs is a bargaining process where per-
ceived benefits and gratifications of networking outweigh the privacy. [13]

(f) More knowledge and experience of using the Internet improves privacy concern
of SNSs’ users. [14]

(g) Demographic factors influence SNSs’ user’s privacy behavior. [15]

In India, scholars have explored the attitude of Indian users of social networking
sites with regard to trends in privacy behavior and thought process on need for a data
privacy law in India.[15], [16], [17]

3. The Research Methodology

The population for the present study is the users of the SNSs in India grouped into
five strata, namely, Law Enforcement Officers, Judicial and Legal Professionals,
Academicians, Information Assurance and Privacy Experts and the Internet Users
(other than listed in strata above) in India adopting disproportionate, stratified, purpo-
sive, convenience mixed sampling technique, and a statistically adequate sample size
of 385 having 95% Confidence Level, 5% Margin of Error (Confidence Interval), 0.5
Standard Deviation and 1.96 Z-score was calculated.

A questionnaire was designed for this study by incorporating modified questions
based on the Eurobarometer [16] and modified in Indian context and limited to the
objectives of the present study. The variables included in the tool can be categorized
as nominal and ordinal variables. A pilot study was conducted and reliability of in-
strument was checked by running reliability analysis which returned a Cronbach Al-
pha value of 0.700 and modified to adjust the scale and a Cronbach Alpha value of
0.795 was obtained which is well within the acceptable norms (< 0.700). [17] All the
401 respondents gave their informed explicit consent signifying their willing partici-
pation in this study. The data was collected during the month of August, 2017. The
data was analyzed in SPSS for statistically significant trends regarding high privacy
concern and its association for thought process on the expectations from law between
variables by applying Pearson’s Chi-Square (y*) Test of Independence with signific-
ance levels of 1% or 5% (p < 0.01 or p < 0.05) to test Null Hypotheses. The post-hoc
analysis was done to determine the strength of the effect size of the association by
calculating the Cramer’s V values ().

As the study relied upon disproportionate, stratified, purposive, Convenience Sam-
pling, the study may have limitation of non-generalization to wider population, and
not taking into account the children presumptively below 18 years of age using the
SNSs with fake accounts.



4 The Results, Data Analysis and Discussion

4.1 The Socio-Demographic Profile of Respondents

Out of 401 respondents, the majority was between 28 years to 45 year of age (42%),
while the age group above 60 years has the minimum respondents (8.0%). Out of total
population, 74.8% are males and 25.2% are females. The educational level of respon-
dents were spread across categories with majority of the respondents being postgra-
duate (61%), followed by graduate (31%), Ph.D. (7%) and a small proportion (1%)
below graduate level. The distribution of respondents across professional groups is
multi-modal, i.e., Judiciary and Legal profession (10%), Law Enforcement (24%),
Information Assurance and Privacy Experts (17%), Academic (20%) and other users
of Internet (116, 28.9However, this ensures that all stakeholders involved in policy
making for data privacy in India are accounted for. About 97% of respondents are
users of SNSs (e.g., Face book, Twitter, LinkedIn, etc.). Majority of the respondents
(46%) spent less than one hour on Internet followed by 29% of respondents spending
between one to two hours on Internet. 83% of respondents have high level of online
privacy literacy and 17% of respondents had low level of Online Privacy Literacy.

4.2 The Hypotheses Testing, Analysis and Discussion
As the major objective of the study is to understand the privacy attitudes of Indian
users of social networking sites, we would test the following hypotheses,

4.2.1 Null-Hypothesis 1(Hy1): There is no difference in degree of information
disclosures by SNS users having high concern for privacy as compared with
those having low concern for privacy.

4.2.1.1 Sub-hypothesis 1.1: Perceived reasons for information disclosure are
significantly independent of the perceived sufficiency of the information given by
SNSs regarding consequences of information disclosure

The Chi-square statistic and post-hoc analysis by calculating Cramer’s V values
(Table 1) and interpretation of the same indicates that the perceived disclosure by
SNSs about consequences of information disclosure is found to be statistically signifi-
cantly associated with:

a) the perceived reason ‘access denied’ for disclosure of information by
users of SNSs at 5 per cent level of significance;

b) the perceived reason ‘norm in modern lifestyle’ for disclosure of infor-
mation by users of SNSs at 1 per cent level of significance.

The association is not only significant but has a large effect size. However, the per-
ceived reasons ‘availing free services’ and ‘to connect with others’ for disclosure of
information by users of SNSs have no statistically significant association with the
perceived disclosure by SNSs about consequences of information disclosure.



Table 1: Chi- square statistics for Sub-hypothesis 1.1

Sub- hypothesis 1.1 Perceived reasons for information disclosure are significantly independent of the
perceived sufficiency of the information given by SNSs regarding consequences of information disclosure

significantly independent of perceived disclosure by
SNSs about consequences of information disclosure.

S. Null Hypotheses 12 df | p Remarks Effect

No. (HO0) Size

(9)

1.1.1 | The perceived reason ‘access denied’ for disclosure of | 10.086 | 4 | 0.039 | Significant | Large
information by users of SNSs is significantly (P<0.05) 0.20
independent of perceived disclosure by SNSs about (r=4)
consequences of information disclosure.

1.1.2 | The perceived reason ‘norm in modern lifestyle’ for | 32.92 | 4 | 0.000 | Significant | Large
disclosure of information by users of SNSs is (p<0.01) 0.80
significantly independent of perceived disclosure by (r=4)
SNSs about consequences of information disclosure.

1.1.3 | The perceived reason ‘availing free services’ for | 7.97 | 4 | 0.09 | Insignificant | 0.416
disclosure of information by users of SNSs is (r=4)
significantly independent of perceived disclosure by
SNSs about consequences of information disclosure.

1.1.4 | The perceived reason ‘to connect with others’ for | 7.29 0.121 | Insignificant | 0.249
disclosure of information by users of SNSs is (r=4)

4.2.1.2 Sub- hypothesis 1.2: Perceived reasons for information disclo-
sure are significantly independent of the perceived concern for behavior
monitoring by SNSs

The Chi-square statistic and post-hoc analysis by calculating Cramer’s V values
(Table 2) and interpretation of the same indicates that the perceived concern for beha-
vior monitoring has statistically significant association with,

a) the perceived reason ‘availing free services’ for disclosure of information

by users of SNSs at 5 per cent level of significance;

b) the perceived reason ‘to connect with others’ for disclosure of information

by users of SNSs at 1 per cent level of significance.

The association is not only significant but has a large effect size. However, the per-
ceived reasons ‘access denied’ and ‘norm in modern lifestyle’ for disclosure of infor-
mation by users of SNSs have no statistically significant association with the per-
ceived concern for behavior monitoring.

As these two factors viz., perception about disclosure by SNSs about conse-
quences of information disclosure and concern about behavior monitoring by SNSs
are indicative of level of concern for privacy, it is reasonable to conclude that there is
significant difference in degree of information disclosures by SNS users having high
concern for privacy as compared with those having low concern for privacy.

Therefore, in view of the foregoing discussion, the null hypothesis 1 (Hy1), that
is, ‘there is no significant difference in degree of information disclosures by SNS
users having high concern for privacy as compared with those having low concern for
privacy’ is rejected and it is concluded that there is statistically significant difference




in degree of information disclosures by SNS users having high concern for privacy as
compared with those having low concern for privacy and the effect size of this associ-
ation is large.

Table 2: Chi square statistic for Hypothesis 1.2

Hypothesis 1.2 Perceived reasons for information disclosure are significantly independent of the
perceived concern for behaviour monitoring by SNSs

S. Null Hypotheses %2 df P Remarks Effect

No. (HO0) Size

9)

1.2.1 | The perceived reason ‘access denied’ for disclosure 7.5 4 | 0.111 | Insignificant | 0.174

of information by users of SNSs is significantly (r=4)
independent of perceived concern for behaviour

monitoring.
1.2.2 | The perceived reason ‘norm in modern lifestyle’ for | 3.338 | 4 | 0.503 | Insignificant | 0.261
disclosure of information by users of SNSs is not (r=4)

significantly dependent on perceived concern for
behaviour monitoring.

1.2.3 | The perceived reason ‘availing free services’ for | 10.361 | 4 | 0.036 | Significant Large
disclosure of information by users of SNSs is not (p<0.05) 0.475
significantly dependent on perceived concern for (r=4)
behaviour monitoring.

1.2.4 | The perceived reason ‘to connect with others” for | 14.52 | 4 | 0.006 | Significant Large
disclosure of information by users of SNSs is (p<0.01) 0.351
significantly independent on perceived concern for (=4)
behaviour monitoring.

4.2.2 Null- Hypothesis 2 (H(2): Changing the Default Privacy Settings by the
SNSs’ Users is not associated with their understanding of the Privacy Policy

This hypothesis takes into account the understanding of privacy policy by the SNSs
user and the ease with which they can change the default privacy settings.

Table 3: Chi- square statistic for Hypothesis 2

Null- Hypothesis 2 (H02): Changing the Default Privacy Settings by SNSs’ Users is
significantly not associated with their understanding of Privacy Policy

S. No. Null Hypotheses %2 df P Remarks Effect
(HO0) Size

(?”)

2.1 The change of default privacy | 10.76 | 4 0.029 | Significant | Medium
settings by SNSs’ users is (p<0.05) 0.4
significantly independent of their (r=15)

understanding of the privacy policy.

2.2 | The ease of change in default | 12.44 | 4 0.014 | Significant | Medium
privacy settings is significantly (p <0.05) 0.4

independent of SNSs’ Users’ (r=15)
understanding of the privacy policy.

The Chi-square statistic and post-hoc analysis by calculating Cramer’s V values (Ta-
ble 3) and interpretation of the same indicates that, the change of default privacy set-
tings by SNSs’ users is significantly associated with their understanding of the priva-
cy policy at 5 per cent level of significance. The ease of change in default privacy



settings is significantly associated with of SNSs’ Users’ understanding of the privacy
policy at 5 per cent level of significance.

The association is not only significant but also has a medium effect size. Therefore,
in view of the foregoing discussion, the null hypothesis 2 (Hy2), that is, ‘changing the
default privacy settings by SNSs’ users is significantly not associated with their un-
derstanding of Privacy Policy’ is rejected and it is concluded that changing the default
privacy settings by SNSs’ users is statistically significantly associated with their un-
derstanding of Privacy Policy and the effect size of this association is medium.

4.2.3 Null- Hypothesis 3(Hy3): Privacy Policies of SNS help in protecting privacy
of Social network users
This hypothesis factors into account the handling of privacy policy by the SNSs
user, e.g., reading and understanding privacy policy, time spent on SNSs by user,
reasons for ignoring the privacy policy and the resultant change in privacy behavior of
SNSs users.
The Chi-square statistic and post-hoc analysis by calculating Cramer’s V values
(Table 4) and interpretation of the same indicates that,
a) The perceived change in resultant privacy behaviour of SNSs user
is statistically significantly associated with,
b) The reading and understanding the privacy policy at 1 per cent level
of significance with large size effect;
¢) The handling of privacy policy by users at 1 per cent level of signi-
ficance with large size effect.
d) The perceived reasons for ignoring the privacy policy are statisti-
cally significantly associated with,
e) Reading and understanding the privacy policy at 1 per cent level of
significance with medium size effect,
f) Time spend daily by the user on SNSs at 5 per cent level of signi-
ficance with medium size effect,
g) Handling of privacy policy by SNSs Users at 1 per cent level of
significance with large size effect.
However, the study reveals that the time spent daily by the user on SNSs have no
significant contribution to the resultant change in privacy behavior of the user.
Therefore, in view of the foregoing discussion, the null hypothesis 3 (Hy3), that is,
privacy policies of SNSs do not help in protecting privacy of SNSs users is rejected
and it is reasonable to conclude that privacy policies of SNSs help significantly in
protecting privacy of SNSs users.

4.2.4 Null Hypothesis- 4 (H¢4): Privacy protection Behavior of SNSs’ Users is
different in Physical and Online Environments

The Chi-square statistic and post-hoc analysis by calculating Cramer’s V values
(Table 5) and interpretation of the same indicates that there is a statistically significant
association between the behavior of SNSs user in physical and online environments at
1 percent level of significance with a small size effect. Therefore, the null hypothesis
4, that is, privacy protection behavior of SNSs’ users is different in physical and on-



line environments is rejected and it is reasonable to conclude that there is statistically
significant association of privacy protection behavior of SNSs’ users in physical and
online environments.

Table 4: Chi- square statistic for Hypothesis 3

Null- Hypothesis 3 (H03): Privacy Policies of SNS do not help in protecting privacy of SNSs

Users
S. No. Null Hypotheses %2 df P Remarks Effect
(HO) Size
‘.) b
3.1 The perceived resultant behavioural | 35.26 | 4 | 0.000 | Significant Medium
change is independent of reading (p<0.01) 0.6
and understanding privacy policy. r=5)

3.2 The perceived resultant behavioural | 10.44 | 12 | 0.578 | Insignificant 0.16
change on reading privacy policy is (r=2)
independent of time spend daily by
the user on SNSs.

33 The perceived resultant behavioural | 75.43 | 12 | 0.000 | Significant Large
change after reading privacy policy (p<0.01) 0.9

is  independent of handling the r=5)
privacy policy by users.

34 The perceived reasons for Ignoring | 18.95 4 | 0.001 | Significant Medium

the Privacy Policy are independent of (p<0.01) 0.5
reading and understanding the r=5)
privacy policy.

35 The perceived reasons for Ignoring | 22.93 | 12 | 0.028 | Significant Medium
the Privacy Policy are independent of (p<0.05) 0.5
time spend daily by the user on (r=Y5)
SNSs.

3.6 The perceived reasons for Ignoring | 67.56 | 12 | 0.000 | Significant Large
the Privacy Policy are independent of (p<0.01) 0.9
handling of Privacy Policy by Users. (r=5)

Table 5: Chi- square statistic for hypothesis 4

NULL- Hypothesis- 4.0 : Privacy protection Behaviour of SNSs’ Users is
significantly different in Physical and Online Environments

S. No. Null Hypotheses %2 df p Remarks Effect
(HO) Size

(?7)

4.0 SNSs” Users, to protect their privacy, act | 47.19 25 0.005 | Significant Small
differently in physical and online (P<0.01) 0.20
environments. (r=6)




Table 6: Chi- square statistic for Hypothesis 5

Null- Hypothesis- 5 (H05) : Demographic Factors do not Influence SNSs’ Users’ Privacy

Behaviour
S. Null Hypotheses 22 df P Remarks Effect
No. (HO) Size
(?’)

5.1.1 | Management of privacy default settings | 17.89 8 0.022 | Significant Medium

is not dependent on gender. (P <0.05) 0.3
Null is (r=5)
rejected.

5.1.2 | Handling of privacy policy is not| 7.13 6 0.309 | Insignificant. 0.094
influenced by gender. (r=2)

5.1.3 | Resultant  behaviour change after | 4.78 8 0.780 | Insignificant. 0.077
reading privacy policy is not dependent (r=2)
on gender.

5.2.1 | Management of privacy default settings | 28.14 16 0.030 | Significant Medium
is not dependent on education level of (P <0.05) 0.3
users. Null is (r=5)

rejected.

5.2.2 | Handling of privacy policy is not | 25.11 12 0.014 | Significant Medium
influenced by education level of users. (P <0.05) 0.3

Null is (r=5)
rejected.

5.2.3 | Resultant  behaviour change after | 21.99 16 0.114 | Insignificant. 0.117
reading privacy policy is not dependent (r=2)
on education level of users.

5.3.1 | Management of privacy default settings | 12.77 16 0.689 | Insignificant. 0.089
is not dependent on profession of users. (r=2)

5.3.2 | Handling of privacy policy is not | 35.79 12 0.000 | Significant Medium
influenced by profession of users. (P<0.01) 0.3

Null is (r=5)
rejected.

5.3.3 | Resultant  behaviour change after | 30.39 16 0.016 | Significant Medium
reading privacy policy is not dependent (P <0.05) 0.3
on profession of users. Null is (r=5)

rejected.

5.4.1 | Management of privacy default settings | 55.20 16 0.000 | Significant Medium
is not dependent on age of users. (P<0.01) 0.4

Null is r=35)
rejected.

5.4.2 | Handling of privacy policy is not | 19.89 12 0.072 | Insignificant. 0.128
influenced by age of users. Null is r=2)

retained.

5.4.3 | Resultant  behaviour change after | 26.03 16 0.054 | Insignificant. 0.127
reading privacy policy is not dependent Null is r=2)

on age of users. retained.
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4.2.5 Null- Hypothesis- 5 (H,5): Demographic Factors do not Influence SNSs’
Users’ Privacy Behavior

The Chi-square statistic and post-hoc analysis by calculating Cramer’s V values
(Table 6) and interpretation of the same indicates that there is a statistically significant
association between

a) gender of users and management of default privacy settings at 5
per cent level of significance with a medium size effect;

b) education level of users and handling the privacy policy and man-
agement of default privacy settings both at 5 per cent level of signi-
ficance with a medium size effect;

¢) profession of users and handling of privacy policy at 1 percent level
of significance and resultant behavioural change after reading the
privacy policy at 5 per cent level of significance, both with medium
size effect;

d) age of users and management of default privacy settings atl per
cent level of significance with a medium size effect;

Therefore, in view of the foregoing discussion, the null hypothesis 5 (H,5), that is,
demographic factors do not influence SNSs’ users’ privacy behavior is rejected and it
is reasonable to conclude that demographic factors exert statistically significant influ-
ence over SNSs users’ privacy behavior.

5 Conclusions
To sum up, the Chi- square test and post hoc analysis of data has revealed signifi-
cant associations regarding privacy attitudes of Indian users of SNSs as follows;

a) There is significant difference in degree of information disclosures
by SNS users having high concern for privacy as compared with
those having low concern for privacy.

b) Changing the default privacy settings by SNSs’ users is statistically
significantly associated with their understanding of Privacy Policy.

¢) Privacy policies of SNSs help significantly in protecting privacy of
SNSs users.

d) There is statistically significant association of privacy protection
behavior of SNSs’ users in physical and online environments.

e) Demographic factors exert statistically significant influence over
SNSs users’ privacy behavior.
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