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Abstract

The advancement of information technology,
cryptanalysis technology is also changing with each
passing day. He & Kiesler[4] studied the squaring of
the cipher on the discrete logarithm exponent, forcing
the attacker to simultaneously crack the complexity of
the double hypothesis before they could challenge
their system. However, Harn[6], Lee & Hwang[10]
have repeatedly disproved their views by using the
complexity of solving a single hypothesis without
having to solve the complexity of a double hypothesis
at the same time. Shao[16] tried to create another
double-complexity signature strategy similar to He &
Kiesler, but was denied by Li & Xiao[5]. We point that
Chen etc. tried to strengthen He and Kiesler on the
basis of the Laih & Kuo[1] assumptions is failed.
Key words : Discrete logarithm, Dual-complexities,

Factorization, Digital signature

1. Introduction

The introduction of digital signature technology
overcomes the technical bottleneck of signature and
stamping required for traditional business activities. In
the past forty years or so, some scholars on signature
technology have wused the complexity of the
factorization hypothesis [9][13] or the complexity of
the discrete logarithm hypothesis [15][12] as a starting
point, and have made different thinking aspects. the
study. With the advancement of information
technology, the technology required to crack
passwords also changes with each passing day.
Brickell and McCurley[3] first considered the study of
the complexity of combining factorization and the
single hypothesis of discrete logarithms to establish
the complexity of the double hypothesis, and their
method has two defects: first, the signer and the
verifier need Two-way identification (Interactive
Indentification) is not conducive to the fight for
timeliness, and is easy to cause network traffic; the
modulus of factorization is too long, and the
calculation is time-consuming.

He and Kiesler[4] squared the cipher on the

discrete logarithm exponent, in an attempt to force the
attacker to simultaneously crack the complexity of the
double hypothesis in order to challenge their system.
However, Harn[6], Lee & Hwang[10] were recently
overturned by the complexity of solving a single
hypothesis instead of the complexity of a dual
hypothesis at the same time. Shao [16] tried to create
another dual-complexity signature strategy similar to
He and Kiesler's method, but it was rejected by Li and
Xiao [5].

Harn[7] builds a strategy of dual hypothesis
complexity based on individual users having their own
modulus, which was later modified by Lee & Hwang
[10], but its method is different from the original
ElGamal theory. Laih & Kuo[l] adopted the
Naccache[2] model to construct a system with double
hypothesis complexity, and users have the amount

0(t) of both public and secret keys, which is the

burden of the messenger and the system center.

This paper intends to strengthen the method of He
and Kiesler based on the hypothesis of Laih & Kuo.[1]
The paper sequence is as follows: the literature
discussion is presented in the second part, our method
is introduced in the third part, the fourth part is a
security analysis, and the conclusion is discussed at the
end.

2. Literature Discussion
2.1 The method of He & Kiesler[4] selects a large
prime number p that satisfies the following

formula for the center of the system.

p=4p0g,+1....... (1)
P,, 0, both are large prime numbers.
Make Nn=p; " Gq.ceevvvvinenennn on. 2)

Then system center select a number q as a
primitive root (a primitive element g over GF(p)) and
the modulopwhose order isn, {p,n,g}which is the
public key of the system center and {p,, q, }is its secret
key.

User A (hereinafter referred to as A) selects a
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number X e Z; as its secret key, and calculates:

4
gt =y;,(mod p)................. 3)
Register{y;}with the system center as its public

key, and {x;} asthe A’s private key.
A signed a digital signature on message m, the
calculation steps are:

Step 1: Choose a number d e Z: and to calculate:

r=g®(modp).........cc.......... 4)
Step 2: Calculation:

m=x’r +d?s(modn)............... (5)
Step 3: Calculation:

b=dx(modn).................o.o..... (6)

Step 4: Send the signature sig(m)=(r,s,b)to
recipient B (hereinafter referred to as B), after B
receives the relevant message, verify:

g™ =y rg¥ (mod p).......... (7)
If formula (7) is established, accept the message
m, otherwise, reject it.

2.2 Harn [4] organizes formula (5) into:
mx® = x*r +x*d*s(modn)

=(x*fr+b’s(modn)........... ®)

In equation (8), if the attacker N (hereinafter referred
to as N) can crack the complexity of the factorization
hypothesis, then the secret key of A can be calculated.

2.3 Lee & Hwang[8] believe that N only need to
collect two known signatures (ml, .S, )and

(mz, r,S,,b, ), and formula (5) can be sorted into:

(m, —xr,f =d}'s?(modn) .......... )

(m, —x2r, f =d’s2(modn)......... (10)
If N can solve the complexity of the discrete
logarithm hypothesis, and sort out equations (9) and
(10), we can know that equations (5) X°,d?and. d?
Therefore, N can carry out a forgery attack.

3. Our Scheme

We continue the parameters and definitions of He
& Kiesler in the previous section, and then let a =4
[5], then:

This method uses He & Kiesler calculation steps
1 to 3, that is, equations (2)-(6) are all extended, and
the modified calculation steps are:
Step 4: A select a number K;,K,,S; € Z,, and
calculate:

g¥t = r(mod p).coooioi (12)

g% =ry(mod P).eevven (13)

t = x?r + K2+ SE(mod p)....(14)

m=t?-r, + K2 S,(mod p)...(15)
Step 5: Calculation:

g*if15t = A, (mod p)........... (16)
Select a number K; , and calculate:
g =ry(mod p)....coooovn.. (17)

Step 6: Calculate:
m = (x;K,S,)r; + K3S;(mod p)..(18)
gt = T(mod p)............(19)
g¥iKi$51Ks = 1, (mod p)...... (20)

Step 7:Send {m, ry,15,75,74,51,5,, T, A} toB.
After B receives the relevant message, verify:
gm = AT 1 (mod p)............ @21
"= (o) 3 (mod p) .(22)
yi 1T1 1
If formula (21,22) is established, accept the
message m, otherwise, reject it.

4. Security analysis

The weakness of the He & Kiesler methods is that
the attacker only needs to solve the complexity of the
factorization hypothesis, use the b value of equation
(6), and then skillfully integrate it into equation (5), so
that the attacker does not need to face the discrete
logarithm hypothesis. Complexity, and get the secret
golden key of the attacked; In addition, for an attacker
who can crack the complexity of the discrete logarithm
hypothesis, the clues provided by equation (4) can be
resolved without factorization of equation (6) If it is
difficult to calculate formula (5), the forgery attack can
be carried out.

5. Conclusion

In order to solve the aforementioned deficiencies,
Chen et al. used the techniques of formulas (12) ~ (15),
combined with the assumptions of Laih & Kuo, and
strengthened the methods of He & Kiesler. The
verification calculation required for this digital
signature is four modular exponential operations,
which is one more than the original ElGamal method;
the transmission volume of the digital signature is four,
which is two more than the original ElGamal method.
How to reduce the number of digital signatures The
amount of verification and calculation and
overcoming its weaknesses will be the direction of
future research.
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