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Abstract. This work-in-progress (WIP) study explored end-users per-
ceptions of privacy, security, and data ownership (PSDO) of Helsenorge,
a leading e-health platform in Norway. By surveying over 100 users from
diverse demographics, this study evaluates their understanding of the
PSDO landscape, sentiments, and expectations for future improvements.
These early findings suggest that most users know the importance of
PSDO features but are unaware of them, highlighting the gap between
the significance of these features and user awareness. In addition, it sug-
gests that privacy can be improved through selective data sharing, con-
figurable consent, and granular access control. Simultaneously, security
can be enhanced by increasing transparent data access, accountability,
multi-factor authentication (MFA), transparent audit trails, and robust
encryption. Moreover, improving data ownership might give users greater
control and ownership over their health records, fostering trust in the
platform and educating them on the related challenges and risks. The
paper concludes by discussing the potential adoption of self-sovereign
identity (SSI) and Web 3.0 technologies to address these challenges.
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1 Introduction

The digitalization of healthcare has improved efficiency and patient empower-
ment; however, it has also introduced new security risks. Complex eHealth plat-
forms can lead to breaches and excessive permissions. Social engineering attacks
exploit human vulnerabilities, causing the unintentional disclosure of sensitive
information or unauthorized access [1]. This highlights the need for robust cyber-
security measures for healthcare. In Norway, the Helsenorge eHealth platform
has evolved into a comprehensive system offering healthcare services for both
patients and providers [2]. Achieving the goal of becoming a national hub for
patient-focused electronic health services requires addressing the socio-technical
complexities of the current system, which demands significant economic effort
[2]. One way to understand socio-technical complexities is to examine the plat-
form from the end-user perspective, including patients, healthcare providers, and
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other stakeholders. Experts have emphasized that end-user awareness and be-
havior play a critical role in maintaining the security of eHealth platforms [3].
Despite several studies on privacy and security [4][5][6], there is a notable gap
in empirical research on end-user security awareness and behaviors related to
eHealth platforms. This work-in-progress (WIP) study aimed to provide valuable
insights for developers by identifying end-user concerns about privacy, security,
and data ownership (PSDO) towards the Helsenorge eHealth platform in Nor-
way. By addressing these concerns early in the digital transformation process,
developers can create systems that meet privacy and security expectations, fos-
ter trust and encourage users to share their personal information. The rest of
this paper is organized as follows: Section 2 describes the methods of our study,
Section 3 presents the results, and Section 4 describes the discussion, and Section
5 presents the conclusion.

2 Methods

A mixed-method approach was employed for the problem identification phase of
broader Design Science Research [7], gathering requirements from 103 end-users
over two months via Nettskjema, an anonymous online survey. The end-users in-
volved in this research included professionals from diverse backgrounds, ranging
from general users to patients and medical professionals. The survey included 24
questions categorized into demographics, PSDO (Privacy, Security, Data Own-
ership) awareness, importance, sentiments and futuristic desires. PSDO aware-
ness was measured using Yes, No, and Not Sure questions, while importance
was scaled from 1 (very important) to 5 (not important). Open-ended ques-
tions assessed sentiments and futuristic desires. The analysis involved SPSS24,
Cronbach’s alpha for reliability, descriptive statistics, Shapiro-Wilk test for nor-
mality, and Kruskal-Wallis H-test (P < 0.05). Thematic analysis was used for
open-ended questions facilitated by NVivo14 [8].

3 Preliminary Results

For the closed-ended questionnaire, PSDO awareness was low with a mean of
2.21 (SD 0.73) and a Cronbach’s alpha of 0.31, while PSDO importance was high
with a mean of 1.47 (SD 0.50) and a Cronbach’s alpha of 0.75. For PSDO aware-
ness, a mean score of two was considered negative. For PSDO, an importance
mean of 3 and above was considered negative. The Kruskal Wallis test showed
that most demographics were not statistically significant for PSDO awareness
and importance, except for data portability among age groups (P =0.042) and
informed consent among occupationa groups (P =0.021).
The open-ended questionnaires revealed several themes;
End-users’ were concerned about data transparency and user empower-
ment, with 50% lacking the control over consent and desiring clearer language
with a common sentiment and desire:"I am worried how my data is used, I want
clear, simple language and easy options to manage and withdraw my consent."

https://nettskjema.no/a/452132
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Endusers wanted data sharing and user empowerment with 81% desired
selective data sharing and granular access control as current options were insuf-
ficient. One participant noted- "If I visit a dentist, I don’t want my dentist to
see my entire medical history, just what’s relevant for my checkup. This way, my
privacy is better protected [...]."
Data transparency and accountability 57% of end-users wanted detailed
access logs for who and when their data were accessed and 34% desire real-time
alerts whenever their data were accessed. One participant stated- "I’d like to
track who accesses my information and its purpose and monitor how healthcare
providers handle my records."
Data security and user trust were another major concern with 62% em-
phasizing the need for strong encryption and 38% advocating for enhanced se-
curity standards, such as Multi-Factor Authentication (MFA). One participant
elaborated- "I don’t want any third party seeing my sensitive health data. I want
strong security to approve or deny access, and security like MFA could probably
add security further."
User empowerment and ethical data managementwere also highlighted
with 72% of the users frustrated by a lack of control over data. 27% of the users
expressed uncertainty about ethically protecting it. One participant expressed-
"I believe that, as the owner of my health record, I would be more motivated to
protect and use my health records ethically, given my investment in maintaining
my privacy and well-being."

4 Discussion

These preliminary results revealed differences in end-users PSDO awareness and
perceived importance, indicating a lack of knowledge and training. These dif-
ferences pinpointed the areas that required the highest level of attention. This
research builds on previous studies [3][6], highlighting the importance of address-
ing the awareness gap in PSDO features to ensure users can fully protect their
data. Further analysis showed that PSDO awareness and importance did not
vary significantly with demographic characteristics except for data portability
and informed consent. As these data didn’t allow deeper analysis, further re-
search is needed to explore additional predictors such as Helsenorge usage dura-
tion, gender and IT knowledge. Moreover, an open-ended questionnaire identified
end-users sentiments and desires, highlighting areas that need to be enhanced.
The current study expands on previous research [4][5][6] by offering a more com-
prehensive, user-centric approach to PSDO features in eHealth solutions. Unlike
previous studies that focused on general security recommendations, this research
provides a detailed examination of data ownership, privacy and security using
open-ended questionnaires to capture user specific sentiments. Moreover, this in-
vestigation goes beyond merely identifying end-user concerns. It will delve into
the potential of emerging technologies such as Web 3.0 and self-sovereign identi-
ties (SSI) could be leveraged to enhance data security, privacy, and user control
in eHealth contexts.
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5 Conclusion

This preliminary study used a mixed-method approach to understand the PSDO
concerns of 103 end-users on the Helsenorge platform through a questionnaire.
The findings highlighted low PSDO awareness but perceived high importance,
along with desirable features such as selective data sharing, configurable consent,
granular access control, transparent data access, accountability, MFA, transpar-
ent audit trails, robust encryption and control. However the study had limi-
tations, including small sample size, reliance only on the end-user perspective
and potential bias from open-ended questions. To address these concerns our
future research will aim to balance end-user perspectives with expert knowledge
through semi-structured interviews, particularly focusing on Web 3.0 and Self-
sovereign Identity (SSI), to better understand and address end-user concerns.
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