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ABSTRACT: This research study explores the challenges and solutions related to serverless computing so that the computer
systems connected to the network can be protected. Serverless computing can be defined as a method of managing computer
services without the need to have fixed servers. The qualitative research method is used by this research study, which does not
include any numerical data and involves the examination of non-number data so that the network security challenges can be
identified in detail. In the literature review, the past studies from 2019 to 2023 are reviewed to identify study gaps so that the
foundation for investigating serverless network security. The literature review is based on thematic analysis, so all the data can
be organized into meaningful themes. The findings of this research study include the solutions to the challenges like data
privacy, insecure dependencies and limited control. The strategies to overcome these challenges include encryption, strong
monitoring and other relevant strategies. This research study also suggests the use of blockchain technology and Artificial
Intelligence. In short, this research study provides insights to improve serverless computing security and also guides future
researchers to innovate creative solutions for developing security challenges.

KEYWORDS: Cloud Security, Data Privacy Issues, Insecure Dependencies, Network Security, Serverless Computing.

I. INTRODUCTION

Serverless computing can be defined as the approach to providing backend services on an as-used basis. Serverless does
not mean servers are not used; they are used, but the organizations getting serverless computing services are charged based on
the services they use [1]. This means the amount or the number of servers still needs to be fixed. Serverless computing comes
with several benefits and differs from traditional cloud computing. For instance, it offers great scalability, enhanced processing
time, more flexibility, reduced cost and quicker time to release. It is important to consider that server computing not only comes
with benefits but also significant challenges that need to be overcome by organizations to enjoy its advantages. The major
challenges are related to the network's security, which includes the security of the connected devices and users and the data
getting transferred from one device to another. This research study aims to explain the challenges related to network security
for serverless computing along with their solutions. The best way to overcome such challenges is to limit access to the network
to protect it from unauthorized access. Moreover, security systems must be implemented, such as a two-factor authentication
method, so that no unauthorized person or device could harm a specific network's personal and sensitive information.
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Computing

Figure 1: Serverless Computing [2]
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Il. PROBLEM DEFINITION

Serverless computing is the main part of the cloud server. Its reliability and lower cost make it suitable and useful for large
projects. However, they have to face many challenges, especially regarding network security [3]. They can solve this problem
to reduce their challenges.
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Figure 2: Serverless computing architecture in cloud network [4]
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A. Limited Visibility and Control

In serverless computing, there is always a challenge which they have to face. The challenge is the loss of control and limited
visibility [5]. In traditional security approaches, the administrators have direct access to the system, but this needs to be updated
in serverless computing. The lack of insight into these areas and the absence of traditional networking controls give the
unauthorized user a chance to get access to the system or data. These challenges can be solved by monitoring the system and
increasing its security. Without strong visibility over the network, an organization can face a lot of challenges in detecting and
responding to security incidents.

B. Insecure Dependencies

Serverless applications depend on third-party libraries like APIs, leading them to face different security threats [6]. This
dependency creates a path for hackers or other unauthorized users to access the network or data. Organizations should
understand how to control this to secure the network and data. Effective measures should be created to monitor and update the
third-party libraries. When the organization starts to reduce these challenges, it can help the system remain protected from
external illegal access.

C. Cold Start Attacks

There is another challenge for serverless computing named "cold start", characterized by early functions that have not been
executed recently [7]. This temporary delay creates a window for the attackers to gain access to data, which raises security
concerns. Currently, traditional security measures cannot be proven effective, highlighting the importance of new solutions. To
reduce the effect of this challenge, they need to create new strategies to reduce the cold start time without compromising
security. These risks can be reduced by implementing security measures on serverless applications. As the organization
overcomes these challenges, the solutions to reduce the external access during the cold start phase ensure the increase of
reliability of the serverless computing system.
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D. Data Privacy and Resilience

Adding data processing in serverless computing increases the chances of damaging the data privacy and reliability of the
system [8]. Organizations may hesitate to share sensitive data due to these data privacy issues in serverless systems. The danger
of data loss or corruption comes as a challenge to the reliance on the serverless system. To solve this issue, they require a
nuanced approach to data management, strong encryption, security measures and effective backup strategies. Ensuring a good
balance between data privacy and the advantages of serverless computing becomes important for the organization.

'< Q

Figure 3: Serverless Security in Cloud Network [9]

E. Injection Attacks and Isolation

Serverless functions sharing a limited run time system cause isolation challenges like injection attacks [10]. These
challenges can cause an attacker to gain a golden chance to have unauthorized access. This highlights that the organisation must
apply a strong run time protection mechanism and good isolation strategy. The main difficulty comes in making the system
strong from different attacks while maintaining efficiency in a serverless structure. The organization must apply strong security
measures to detect attackers early, ensuring the system's integrity during the shared run time environment. As the system
progresses, solving these challenges to create a safe and reliable system becomes important.

F. Resource Exhaustion and Denial-of-Service (DoS)

The scaling of resources in serverless computing environments leads to increased challenges related to resource exhaustion
and the threat of denial-of-service attacks [11]. The harmful hacker may try to overpower or control the serverless system,
which causes bad performance or unavailability of services. They must apply proactive measures to solve these challenges,
including effective rate limiting and planned utilization of auto-scaling features. By improving how resources are assigned and
increasing responsiveness, an organization can save their serverless system against unauthorized access, ensuring strong
performance even when there are malicious attempts by attackers to take advantage of this dynamic scaling serverless
computing model.
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Figure 4: Denial-of-service (DoS) attack [12]
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I1l. LITERATURE REVIEW
A. Introduction to Serverless Computing

Serverless computing mainly relates to providing backend services based on 'as-used.' This means the servers are still used,
but a firm that avails backend services from a serverless provider is charged based on usage instead of a specific number of
servers or bandwidth. [13] researched serverless computing in the case of the Internet of Things. The research showed that with
the help of serverless computing, solutions can operate in an integrated manner on cloud, fog, and edge layers. Besides, many
critical functions can be performed on fog and edge to gain benefits from low-latency responses. On the other hand, heavy
functions can be performed on the cloud to process large amounts of data created by 10T sensors.

[14] also focused on serverless computing and its adoption. The researchers stated that serverless computing is becoming
famous because of its management simplicity and lightweight-ness. It attains these merits by lessening the granularity of the
computing unit. Particularly, serverless computing enables users to emphasize the function instead of other scheduling or
management problems faced by the platform provider. The researchers mainly conducted a detailed survey on serverless
computing, focusing on its infrastructure features. It was also seen that serverless computing is expected to dominate future
cloud platforms.

Advantages of Serverless Computing
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Figure 5: Introduction to Serverless Computing [15]

B. Security Challenges in Serverless Computing

Serverless computing encounters many security issues and challenges. One major issue is the occurrence of cold-start
attacks. In serverless computing, idle resources are usually released in case of favourable pricing policy and energy efficiency.
This procedure is called scaling to zero. When the resources are scaled to zero, it takes some time to be processed further for
usage when a new function comes. This latency is thus known as a cold start. [16] focused on this issue and conducted research
to mitigate it. The researchers stated that the cold start relates to the time delay between attaining a lambda request in the
application and the initiation of executing code for it. AWS is one of the famous serverless service providers and has developed
Snap Start to resolve the issue of cold start attacks.

Another area for improvement with serverless computing is inadequate authorization and authentication. In this case, the
user does not have direct control over their visibility over the infrastructure and servers and has to depend on the cloud provider
to protect and secure the code and data. [17] also researched this issue and stated that serverless computing features, like
fragmented application boundaries, have led to security issues. Different serverless platforms also adopt different security
measures to improve the serverless environment. Thus, the researchers analyzed the literature in detail and conducted a gap
analysis based on industrial solutions regarding serverless computing.

A major issue with serverless computing is data at rest and transit. Data at rest relates to when data is stored in one place
instead of moved to another place (in transit) or loaded into memory to be utilized by a software program. This feature of
serverless computing faces many issues. [18] also focused on such issues with data at rest. It can encounter the issue of
ransomware, a kind of malware that encrypts the data at rest. This makes the data unusable by anyone. Besides, it is also
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susceptible to data breaches by malicious attackers who can access and leak the data. Another issue is linked to excessive or
unauthorized access to data at rest. All these issues enhance the security threats to serverless computing.

Threats in Serverless Security

Event injection

< logging Components with
‘ permissions & monitoring known vulnerabilities

Broken authentication Budget exhaustion Shadow APIs.

Figure 6: Threats in Serverless Computing [19]

&

Shared resources and multi-tenancy also lead to security issues in serverless computing. A multi-tenant serverless platform
mainly allows various tenants or users to utilize the same resources. Each user has access to their resources without interfering
with others. [20] also focused on the aspect of resource sharing in serverless computing. Multitenancy is a major threat of
hacking. No matter how safe or secure an encryption is, it can be hacked with the right information. Thus, The researchers
proposed a new serverless computing platform, MXFaaS, which is secure and has improved efficiency levels.

Another major issue with serverless computing is dependency security. The aspect of third-party dependencies in serverless
computing raises security concerns. [21] conducted research on this security problem. The researchers stated that the issue of
third-party dependency is increased in serverless platforms because of the complexity that occurs in deploying cloud services
based on users' demands. Serverless computing demands a dynamic allocation of different computer resources. The researchers
stated that there are many shortcomings of serverless platforms, and there is a need for proper security solutions to such issues.

C. Solutions to Security Challenges

Serverless Computing

Advantages Disadvantages

Effortless efficiency Debugging

Productivity boost Security

Cost-effective Vendor limitations

Figure 7: Solutions to Security Challenges in Serverless Computing [22]

To overcome the security issues that occur in serverless computing, there is a need to implement proper mitigation
measures. The issue of cold-start attacks can be mitigated with the help of full memory encryption and disabling sleep
capabilities. [23] also focused on mitigating this issue. Encrypting RAM helps reduce the possibility of an intruder being able
to attain the encryption keys or any other data from the memory through a cold boot attack. This technique mainly requires
hardware, applications, or operating system changes. Besides, the computer system will never go into sleep mode if one turns
off sleep capabilities. This will help prevent cold boot attacks.
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The issue of authorization and authentication in serverless computing can be resolved by implementing IAM (ldentity and
Access Management) and Least Privilege Principle. [24] also conducted research in this regard. According to the researchers,
this principle mainly allows users to execute or read only the necessary resources and files. In this case, time-limited privileges
can also be implemented to ensure that users can access sensitive information only for a limited time. The overall benefit is that
serverless computing easily mitigates and prevents security issues.

Data security issues in serverless computing can also be mitigated by implementing encryption practices. [25] researched
improving encryption in data security in serverless computing. The researchers found that serverless computing is becoming
common because of its rapid adoption by tenants and cloud providers due to its flexibility, elasticity, and scalability. However,
it encounters security issues and needs proper encryption measures. The researchers developed an efficient and secure access
control system for serverless security computing for resource and knowledge sharing with the help of attribute-based encryption.
The security analysis revealed that the method proposed by the researchers successfully improved data security in serverless
computing.

Implementing proper multi tenancy security measures like resource allocation and segregation strategies is also important.
The multi-tenant security model is very crucial in this regard. [26] conducted research on this concept. This model helps firms
in protecting their cloud architecture. Properly maintaining and optimising this model is very important; otherwise, it can lead
to potential security risks. Multi-tenancy can be of different degrees, such as high, middle, and low. It can provide many benefits
to the users, such as effective resource usage, easier deployment and optimized bills.

Single-Tenant Multi-Tenant
) (M)
§ "\(J 1 l
{,//! \\\ (/ \\\

! ! ! "
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Figure 8: Single-Tenant vs Multi-Tenant [27]

Using real-time monitoring tools and anomaly detection can also help improve monitoring solutions. CSPM (Cloud
Security Posture Management) plays a very important role in improving the security of serverless platforms. It mainly relates
to a set of practices, technologies, and tools developed to enhance, manage, and assess the security posture of cloud platforms.
According to [28], CSPM helps companies address and identify security problems, vulnerabilities, and misconfigurations that
can expose their technological infrastructure to probable threats. CSPM also offers consistent automated remediation and
monitoring to manage a strong security stance in cloud environments. Moreover, it also helps firms in governance and
compliance, risk assessment and identification, real-time monitoring, cost optimization, and automated remediation.

D. Serverless Security Tools and Technologies

Serverless security demands a shift in how companies focus on application security. Rather than developing security around
the application, companies should additionally develop security around different functions within the application, which third-
party providers provide. According to [29], this extra layer of security helps ensure the least privileged access control and proper
application hardening so that every single function does exactly what it is supposed to do. This helps companies maintain
compliance and improve their security posture. The researchers stated that Amazon was the first to develop a serverless platform
named Lambda in 2014. Today, many other firms offer much more secure serverless computing services.
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Figure 9: Serverless Security Practices [30]

[31] also conducted research in this regard. They found that the serverless platforms can be a circumscriptive topic, but it
is a complex and vast subject. The research focused on different security aspects within the cloud, mobile, and its applications.
Serverless computing has improved security measures since it is stateless and ephemeral. Different serverless functions, such
as AWS Lambda, operate for a short time and then die. Since they have no memory, long-term security attacks are not risky.
Therefore, the overall security of such systems can be improved easily.

Application
Owner

Faas Provider Compute Storage )atabase Networking

Figure 10: Serverless Security Using the Shared Model [32]

1IV. METHODOLOGY/APPROACH
A. Research Design

e Qualitative Approach
A qualitative research method has been chosen to conduct this research study. It can be defined as a method that includes

collecting and analysing non-numerical data to extract important and accurate information. This methodology is chosen to
explore the network security challenges within serverless computing environments in detail. With the help of this methodology,
this research study can explore the depth of contextual information, which provides a holistic understanding of multiple issues
related to serverless network security.
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e Literature Review as Foundation

Literature review plays a significant role in this research study, which explains the role of different past studies from 2019
to 2023. For this purpose, several scholarly articles and publications have been explored based on themes, and the thematic
analysis method was used to conduct the literature review. The purpose of conducting a literature review is to identify the gaps
in the research that are helpful for future research studies. Moreover, this process also helps the research design to gain a strong
footing, which ensures a thorough and well-informed investigation into the challenges and solutions in network security for
serverless computing.

B. Data Collection Methods
e Comprehensive Literature Review

The comprehensive literature review plays a significant role in collecting data for this research study, including the
exhaustive and systematic search for relevant scholarly publications and articles. It also involves the analysis of databases like
ScienceDirect, ACM Digital Library, and IEEE Xplore; all of these are up-to-date and high-quality sources to get accurate
information. The criteria to find the data are relevance to network security challenges in serverless computing, the credibility
of the source, and recent publication dates. Moreover, keywords like solutions, challenges, network security, serverless
computing, etc., are used to ensure thorough and targeted exploration of the existing knowledge.

C. Data Analysis Technique
e Thematic Analysis

A literature review based on thematic analysis has been conducted to collect data for this research study's authentication. It
is considered one of the most significant data analysis techniques, which provides an insightful and structured approach for
uncovering patterns within the collected data. It can be stated that thematic analysis is the best for identifying, analysing and
reporting important themes relevant to network security challenges and solutions in serverless computing. The data is organized
in meaningful themes so that the complex issues can be addressed effectively. This approach goes far beyond data
summarization because it provides deep insights into the research questions by highlighting important patterns and
relationships.
e Theme Identification Process

Identifying themes in the literature review is also an important step to be considered, as it involves organising the collected
data into meaningful and appropriate themes. For this purpose, the research objectives are considered, and the themes are
created based on these objectives related to network security challenges in serverless computing. Accuracy has been ensured
by organizing all the gathered data under these significant themes and documenting all the details and findings of each research
study to maintain transparency.
e Results and Discussion

Studying how to keep serverless computing secure and safe in cloud servers has expressed a lot about the difficulties and
its solutions in network marketing. The security challenges recognized include limited visibility, insecure dependencies, cold
start attacks, data privacy issues and resource exhaustion. These challenges have encouraged the employment of targeted
solutions.
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Figure 11: Pros and Cons of Serverless Computing [33]
225 "Corresponding Author: Sina Ahmadi Volume 07 Issue 01 January 2024
Available at: www.ijcsrr.org
Page No. 218-229



https://doi.org/10.47191/ijcsrr/V7-i1-23
http://sjifactor.com/passport.php?id=20515
http://www.ijcsrr.org/
http://www.ijcsrr.org/

International Journal of Current Science Research and Review

ISSN: 2581-8341

Volume 07 Issue 01 January 2024

DOI: 10.47191/ijesrr/V7-i11-23, Impact Factor: 6.789

IJCSRR @ 2024 WWW.ijCSrr.org

e Limited Visibility and Control

The logging mechanism and strict monitoring have proven effective in response to the limited visibility and control.
Implementing cloud-native monitoring tools during the implementation phase has improved the ability to observe serverless
computing behaviour [34]. In addition, adding real-time data on the execution of the functions, network interaction and resource
usage helps to solve the challenge of limited control. This type of outcome gives power to the organization to properly detect
and respond to security incidents and ensures a high level of awareness in the serverless system. Moreover, a successful
approach strengthens the security protocols and generates a strong foundation for more informed and effective management of
serverless computing systems. It also highlights this cloud-based system's crucial need for visibility and control.
e Insecure Dependencies

To solve the challenges of insecure dependencies, the strategy includes regular audits, static code analysis for third-party
libraries and updates. Proactive approaches have been proven to reduce weaknesses and secure serverless systems effectively.
By carefully monitoring and updating the dependencies from time to time, the organization reduces the number of points where
attackers can attack and gain access to sensitive data. This results in more serverless components, reducing the risks of
unauthorized access and data loss. This implementation success highlights the importance of a proactive approach and the need
for continuous monitoring and management from any external dependencies to secure serverless computing from other harmful
access or attackers.
e Cold Start Attacks

Continuously facing weaknesses are caused by cold start attackers in the serverless system. It can be stopped by making a
serverless system more efficient. Adopting strategies like function warm-up mechanisms and strategic placement has proven
very successful [35]. Organizations have minimized the vulnerability during the initial phase, directly enhancing the serverless
computing system's security and overall performance. Function warm-up mechanisms include periodically activating the
function, ensuring that they are in the warm-up phase and they are ready for rapid execution, which reduces the delays during
a cold start. In strategic placement, functions should be distributed in serverless architecture, while factors like anticipated
demand and resource allocation should be considered. If these techniques are successful, they will not only increase the security
of the system from attackers but also make the most efficient and responsive serverless computing system.
e Data Privacy and Resilience

Encryption measures have always proven to be effective when applied to data. Encryption plays an important role in
securing data integrity [36]. It makes it unreadable by unauthorized users and secure during transmission. This not only helps
in compliance requirements but also injects confidence in the organization and the user about the security of their sensitive
information. These successful encryption measures create a reliable defence, adjusting the serverless computing system in the
best practice of data security and increasing the overall trust in data security in serverless computing systems.
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Figure 12: Data Privacy in Serverless Architecture [37]
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e Injection Vulnerabilities

The successful injecting vulnerabilities include a proactive run time mechanism, especially Web Application Firewalls
(WAFs). This strategy has proven highly effective in reducing the risks of injection attacks [38]. The WAFs operate by detecting
and blocking the injection attacks; therefore, the security of the serverless environment remains balanced. This step results as
an important defence against unauthorized access and data unreliability, which could result from malicious injection attempts.
By adding WAFs to the serverless system, the organization increases its overall security, ensuring the reliability and integrity
of data.

e Resource Exhaustion and Denial-of-Service (DoS)

The charging of serverless systems based on the humber of resources being consumed results in facing the challenge of
resource exhaustion attacks. The attackers may try to overpower the system by triggering many functions like this, which results
in Denial of service and rising costs. The strategic solution is to implement such measures to stop the threats. Applying rate-
limiting mechanisms helps in controlling the frequency of function; on the other hand, continuous monitoring shows unusual
spikes in the system activity. Implementing billing alerts results in an early warning to the system, which enables a rapid
response to potential attacks on the system. In addition, by applying automated scaling policies, it adjusts the resources
according to their demand, enhancing the system's overall reliability against resource exhaustion attacks by the attackers. By
implementing these steps, the organization can strengthen its serverless system, ensuring efficient resource consumption,
effective cost control, and protection against dangerous attempts to take advantage of the platform.

e Vendor Lock-in Risks

Using serverless computing generally ties an organization to the specific cloud service providers, which raises concerns
about vendor lock-in [40]. The complications of sharing serverless applications between different providers result in the creation
of challenges, including the maintenance of consistent security protocols across the cloud system. To solve these challenges,
the organization must adopt a multi-cloud strategy where feasible to reduce the risks related to vendor lock-in. This allows the
organization to vary its cloud service providers, decreasing dependency on a single vendor and providing flexibility in managing
resources. In addition, adopting open standards and confirming the portability of serverless applications can result in a smoother
transition between cloud providers. By adopting a multi-cloud approach and prioritizing interoperability, the organizations not
only enhance their monitoring flexibility but also decrease their potential challenges and the risks which are related to being
bound with only a single cloud service provider in the evolving system of the serverless environment.

V. CONCLUSION

To conclude, this research study has highlighted the methods and strategies used to make computer systems safer, especially
when connected to a serverless computing network. It explored the challenges and innovative solutions by focusing on the
studies conducted by past researchers related to serverless network security. According to this research study, encryption and
strong monitoring are important to overcome such challenges as insecure dependencies and limited control over data and
devices connected with the network. Moreover, it highlighted the importance of advanced technologies like Al and blockchain
technology so that emerging challenges could be overcome with smart and advanced technologies. All these technologies are
helpful in staying alert of upcoming threats in real time. The findings of this research study provide a basis for future researchers
to focus on developing innovative strategies so that serverless computing systems can be kept secure and protected.

VI. FUTURE SCOPE

This study provides scope for future researchers to focus on significant factors that could enhance their study regarding
challenges and solutions in network security for serverless computing. For instance, they can focus on integrating advanced
technologies such as blockchain technology and Artificial Intelligence to explain the security of serverless computing. Future
researchers can explore how these emerging technologies can complement existing security measures so that innovative
solutions can be developed for the purpose of addressing emerging threats and enhancing serverless systems as a whole.

As modern organizations are moving towards using multi-cloud strategies, it is important to explore security considerations
across different cloud providers. This research study enables future researchers to focus on developing advanced mitigating
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security approaches so that such challenges can be resolved within diverse cloud environments. This will lead to protecting data
as well as the applications within the network.

Future studies need to focus on the identification of advanced threats related to security in serverless computing. They must
explore new attack vectors and innovative applications that can be used for data breaching and data theft. Moreover, they must
also focus on real-time threat intelligence and adaptive security measures that play an important role in helping organizations
overcome potential risks in the world of ever-evolving cybersecurity.
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